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Abstract 

The systems for managing urban and suburban areas are increasingly becoming data producers and 

subsequently data consumers. There are several possible approaches to integrated management and 

exception handling in these areas. One of the approaches is the Smart City concept using the 

Geography of Things (GoT) technological framework. In this paper, we offer a GoT based model for 

the assessment of risk which is suitable for financing, a model which is best suited for risk 

management and which contributes to the Smart City concept. The proposed model is based on 

combining the social community, built environment, Internet of Things sensor systems, series of the 

existing data, public utilities and economic services, and potential hazard in the spatial context of the 

modern Smart Community. The final output of the proposed model is the information about the price 

of risk of the endangered area, which is necessary for further decision-making and Smart City 

management. 
(Received in March 2020, accepted in May 2020. This paper was with the authors 1 month for 2 revisions.) 
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1. INTRODUCTION 

All migrations within a country and across borders are towards cities. According to the United 

Nations, the share of the population living in urban areas globally has been rising rapidly 

since the second half of the last century: while 30 percent of the world’s population was urban 

in 1950, this share rose to 55 percent in 2018 [1]. The UN projections to 2050 indicate that the 

urbanisation process will continue in all countries. The most rapid urbanisation among Global 

North countries is expected in lower-middle-income countries, including the Republic of 

Serbia. 

      Urbanisation is a complex socioeconomic process that transforms the built environment, 

converting formerly rural settlements into urban ones, while also shifting the spatial 

distribution of population from rural to urban areas [1]. If the increase in urban population is 

seen through the prism of decline in rural population, according to the UN the decline in the 

rural population of Serbia will amount to at least 30 % between 2018 and 2050. 

      Sustainable urbanisation in the sense of sustainable cities and communities implies 

inclusive and sustainable urbanisation and capacity for participatory, integrated and 

sustainable human settlement planning and management [2]. In other words, making cities 

resilient and smart. 

      Although suburban areas that emerged as a result of unplanned urbanisation pose an 

almost insoluble problem in cities, the availability of information technologies in developed 

countries offers a wider perspective in dealing with urban problems and enables integrated 

risk management. The use of geoinformatics opens up different possibilities in handling 

spatial problems and choosing the most acceptable model. The urban environment, where the 

acquisition of data related to citizens, their assets and infrastructure of living and coexistence 

is made possible, is today viewed as the "Smart City" context model [3]. 

      Smart Cities promote a sustainable lifestyle [4]. Infrastructure, innovation and technology 

are the components that make Smart Cities efficient and self-sufficient [4]. The concept of 
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Smart City construction has centered on next-generation technologies such as the Internet of 

Things (IoT), i.e. [5-8], and cloud computing has become a new model for future urban 

development [5]. 

      Smart City concept as a part of modern urbanisation is defined also as a model of new 

urbanisation based on the 4
th

 industrial revolution and application of new generation 

technologies of Industry 4.0 for the purpose of planning, construction, management, 

integrated industrialisation, informatisation, modernisation and sustainable development of 

modern cities [9]. The term of Industry 4.0 became known in 2011 when an idea was 

promoted aiming towards the enhancement of competitiveness of the German manufacturing 

industry and technological innovation leadership [9, 10], while other zones of the globe 

adopted their own projects, focusing on technological innovations [10]. Internet of Things, 

Internet of Services and Internet of Energy can be considered as an element that can create a 

connection between the Smart City Initiative and Industry 4.0. [11] which encloses several 

technological concepts, such as interoperability among different systems [10]. 

      Information models and infrastructure come into use faster than other infrastructure 

systems. However contradictory it may sound, it is easier to establish IoT mechanisms in 

suburban zones than completely urbanise half rural and partly urbanised areas. Actually, these 

zones have been created as a result of spatial distribution of desired resources, i.e., due to the 

common spatial concept of highly urbanised environment and not so well-built rural areas. If 

urban areas are observed within the Smart City framework, with fast implementation of 

concepts such as IoT and Safe City, adding to this the spatial context of the highly urban area 

and the  suburban area, the conclusion is self-evident. The technical and technological context 

of solving the problem of flood risk insurance modelling should be sought within a model 

relying on the Geography of Things (GoT) concept of technology, social community and 

space. The system of data acquisition, data management and data usage in the context of IoT 

and Geographic Information System (GIS) brings a new interpretation of data. It supports 

multidimensional spatial and spatially based data. Data sources are heterogeneous and 

anachronistic, based on individual measurement or collected as a series in real time or offline 

[3]. As such, the data form an excellent basis for simulation of different scenarios of 

hazardous events upon which it is possible to decide on acceptable measures for risk 

management and also decide whether certain investments have been justified or not. The use 

of modern simulation techniques in risk analysis supports the long-term success of a project 

[12]. 

2. STUDY AREA 

Urban development of an area is influenced by three factors: natural population increase, 

immigration and expansion of cities. 

      From the aspect of urbanisation in the province of Vojvodina, the dominance of the city of  

Novi Sad is easily noticed. The emergence of peri-urban areas around cities, particularly 

around Novi Sad, poses a great problem. The specific evolution of villages in the immediate 

vicinity of big cities is a result of the later urbanisation phase, i.e., the secondary urbanisation 

phase. Here, a city becomes a significant factor for the development of nearby villages 

through its own development. These villages are usually called peri-urban settlements. 

      The overlap of urban and rural activities leads to spatial conflicts and devastation of land, 

i.e., land conversion. With the emergence of peri-urban areas, agricultural land of high quality 

is being devastated and converted into residential areas and industrial complexes. Such 

devastation can frequently be seen in nature reserves such as the National Park of Fruska 

Gora, or along the banks of the river Danube in Novi Sad. 
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      There are several peri-urban areas within the territory of Novi Sad where urban 

development had a negative effect on spatial planning and sustainable development of the 

city. The major problems in these areas include illegal building work, lack of standards, non-

compliance with plans, and absence of traffic and communal infrastructure. The most difficult 

situation, however, can be seen in those areas where unplanned urbanisation lead to unsafe 

living conditions for people who live in those areas. 

      The southern part of the city of Novi Sad called Kamenjar is potentially the most unsafe 

and the most endangered part of the city due to its unplanned urbanisation and its position 

close to the river Danube. The settlement was erected in the Danube floodplain, between the 

river and the embankment (see Fig. 1). As such, it is an unprotected area when flood risk is 

concerned. 

 

Figure 1: Spatial context of the suburban zone. 

      Illegal urbanisation in this part of the city began in the 1990s. So far, almost four hundred 

buildings with different purposes have been built. In the beginning, the buildings were 

intended to serve as holiday homes. However, as a result of the urban expansion and merging 

of the city with the suburban settlement of Veternik, this part of the city has become a 

predominantly residential area with permanent family dwellings. 

      As an undefended area, this part of the city is particularly vulnerable to floods and 

changes in the water level. In disaster-affected areas, emergency relief supplies have to be 

delivered in the shortest time [13]. Since the whole settlement was built illegally, the local 

authorities do not bear any responsibility in case of risk realisation. The responsibility rests 

solely with the inhabitants. The transfer of risk to insurance companies is not available to 

people in this part of the city either. High exposure to risk and illegal property are not 

acceptable to insurers. 

      However, over the past few years, a certain number of properties have been legalised and 

registered as holiday homes. This has opened up a possibility for ex ante financing and 

transferring part of the risk to the insurers if the insurers would be willing to reconsider the 

possibilities of insuring such properties and define the acceptable level of risk. 
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3. DATA AND METHODOLOGY 

3.1  GoT based flood risk insurance modelling 

The convenience of a methodological and technological framework for the exchange of 

methods and data was recognised by Kamilaris and Ostermann [14]. They put the concepts of 

"Internet of Things", "Pervasive Computing", "Geospatial Analysis", "Data Mining", and 

"Geographical Information Systems" into the common context, facilitating adequate risk 

analysis in urban and suburban zones. 

      Hydrotechnical measures have long been seen as the basic instrument for the reduction of 

vulnerability to floods. However, the contemporary holistic approach to risk management, 

apart from adequate hydrotechnical measures, emphasises the financial resilience of a social 

community as the key component of efficient reduction of vulnerability to extreme weather 

[15, 16]. 

      The most frequently used parameter for describing direct tangible damage is the depth of 

flooding [17]. Associated with land use [18], depth-damage functions have become the 

standard approach in flood damage or impact assessment [19]. Using the historical data on the 

water level of the Danube in Novi Sad in the last five years, a simulation of the flood wave 

which endangered the observed area was run. 

      Depending on the frequency of flooding, five simulations were run by means of Quantum 

GIS software. Quantum GIS is a free and open-source cross-platform desktop Geographic 

Information System (GIS) application that supports viewing, editing, and analysis of 

geospatial data [20]. GIS can interpret the real world by layering and integrating information 

based on geographic location [21]. It can describe a community in multi-scale, space-time 

dimensions with detailed information in the attribute table [21]. Unlike with data in 

conventional information systems, the data in geographic information systems do not contain 

only thematic or temporal features, but they contain an additional spatial component, too. 

Thus, if GIS is observed in the organisational sense, it can be said that GIS encompasses 

integration of spatially referenced data in an area, making the decision-making process easier 

and smarter [22, 23]. GIS technologies have created more favourable conditions for the 

creation and representation of terrain [24], i.e., a modern method of presenting spatial data 

and land surface, the so-called digital elevation model. 

      After completing the simulations, it is necessary to put the data on the flooded properties 

into the context of flood risk insurance (GoT) in order to obtain information about the price of 

risk in the endangered area, which is necessary for further decision-making and smart city 

management. 

      Access to data on the characteristics of property that is the subject of insurance, its  

location, and the organisation of these data form the basis for sustainable and efficient 

business activity of insurance companies. Namely, the insurers cannot fully perceive nor 

understand risks that potential customers are exposed to until they have data on their exact 

location, i.e., until those data are placed into the spatial context. 

      Spatial data such as the location of the property being insured and its nearness or distance 

from the potential source of danger are crucially important in the assessment of risk that an 

insurance company accepts. The use of GIS technologies in the analysis and assessment of 

risk contributes to higher accuracy of predictions and understanding of topological relations 

between the given location and other spatial data such as flood zones. 

3.2  Insurance premium rate 

Flood, flash flood and high water insurance, under the current conditions of insurers in the 

Republic of Serbia, is an additional insurance which can be arranged together with fire 
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insurance and can only be arranged if fire insurance has already been purchased. This way the 

insurers atomise flood risk and disperse it in space and time. The reason for this is great 

correlation risk that flooding entails. 

      Premium rates for the insurance against flood, flash flood and high water risk are 

determined depending on classes of danger. When determining classes of danger, i.e., the 

exposure of an area or property to flood, flash flood and high water risk, what needs to be 

considered is the terrain, the topographical location, the probability and frequency of 

flooding. The basis for determining flood prone areas can be smaller or larger areas depending 

on the hazard, i.e., exposure of the area to floods and flash floods. 

4. RESULTS 

The simulation of the flood wave propagation for each of the defined probabilities of 

occurrence was performed by means of Quantum GIS software (QGIS). The input necessary 

for the simulation is the digital elevation model (DEM) of the territory of Novi Sad and of the 

suburban zone of Kamenjar. Furthermore, it is neceessary to load the map of this zone by 

means of OpenLayers plugin. The DEM, as an organised set of data, enables acquiring data 

about the position and height of any point of the terrain. The reference coordinate system used 

in importing the DEM into QGIS was MGI 1901/Balkans zone 7. 

      Entering the commands for the display of parts of the terrain which are lower than the 

typical water levels observed in the five-year period, five vector layers of the flood wave 

propagation were created. The resulting polygons are the first input data for the spatial 

analysis of the exposure of properties to potential floods. The second piece of input data is the 

vector layer which shows the properties in the observed zone, created using the point 

geometry. By overlaying the vector layer of properties with flood vectors characterised by 

typical water levels, it was determined which properties were exposed to potential danger of 

flood whose probability of occurrence corresponds to the classes of danger of the insurer. 

      Classes of danger for the property that is being insured are determined for each calendar 

year based on the frequency of flooding. Premium rates are in proportion to classes of danger, 

i.e., the greater the danger, the higher the insurance premium rate. The plan for the performed 

simulations was made in accordance with these. 

      For the purpose of this research, the analysis included 398 properties exposed to flood 

risk. It was assumed that the average size of properties in the obsereved area was 100 m
2
 and 

that the average price of building was 750 €/m
2
. This way the average building value of a 

property was obtained, the value that the insurer uses to calculate the insurance price. The 

simulation of flood frequency shows classes of danger that the insurer considers when 

evaluating risk. 

      The first scenario shows the least favourable class (the highest premium rate), whereas the 

last scenario corresponds to the most favourable class of danger. When premium rates which 

correspond to the analysed classes of flood danger are applied to the average value of 

property, the cost of risk acceptable to the insurer is calculated, but also the total value of the 

property that the insurer is ready to underwrite according to the observed scenarios. The 

following table shows the input data for simulation of the flood waves which endangered the 

observed area as well as for the average property value calculation. 
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Table I: Input data for simulation of the flood waves and calculation  

of the endangered properties value. 

Variable Value Unit Source 

Elevation of terrain 73-82 
m above 

sea level 
Digital elevation model 

Water levels 75.24-76.56 m 
Republic Hydrometeorological 

Service of Serbia 

Average size  

of property 
100 m2 Interview 

Average price  

of property 
750 EUR/m2 Interview 

      GIS enables determining the price of risk which is equivalent to the level of risk, as 

expected damage to structure is strongly related to floodwater depth [16]. 

      This section of the paper shows the results of five flood simulations in the observed area 

with different floodwater depths, which correspond to the previously mentioned classes of 

danger. 

      Simulation 1 – the area in the last five years, 1 year without flooding. The characteristic 

value of water level in this simulation is 75.24 m above sea level. Under this scenario, i.e., 

with this frequency of flooding, 97 properties out of 398 were flooded four times in the last 

five years (in one year they were not flooded), whereas 301 properties were flooded all five 

times (see Fig. 2). Under the current conditions of insurers and based on the results of the 

simulation, only 24.37 % of properties could be insured against flood risk, whereas 75.63 % 

of properties would be unacceptable for insurance. 

 

Figure 2: Simulation 1. 

      Simulation 2 – the area in the last five years, 2 years without flooding. The characteristic 

value of water level in this simulation is 75.92 m above sea level. Under this scenario, i.e, 

with this frequency of flooding, 76 properties  out of 398 were flooded three times in the last 

five years (two years without flooding), whereas 322 properties were flooded more frequently 

(see Fig. 3). Under the current conditions of insurers and based on the results of the 
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simulation, only 19.10 % of properties could be insured against flood risk, whereas 80.90 % 

of properties would be unacceptable for insurance. 

 

Figure 3: Simulation 2. 

      Simulation 3 – the area in the last five years, 3 years without flooding. The characteristic 

value of water level in this simulation is 76.19 m above sea level. Under this scenario, i.e., 

with this  frequency of flooding, 65 properties out of 398 were flooded twice in the last five 

years (three years without flooding), whereas 333 properties were flooded more frequently 

(see Fig. 4). Under the current conditions of insurers and based on the results of the 

simulation, only 16.33 % of properties could be insured against flood risk, whereas 83.67 % 

of properties would be unacceptable for insurance. 

 

Figure 4: Simulation 3. 

      Simulation 4 – the area in the last five years, 4 years without flooding. The characteristic 

value of water level in this simulation is 76.34 m above sea level. With flood frequency of 
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only once in five years, the simulation showed that 55 properties out of 398 were flooded 

once in the last five years ( four years without flooding), whereas 343 properties were flooded 

more frequently (see Fig. 5). Under the current conditions of insurers and based on the results 

of the simulation, only 13.82 % of properties could be insured against flood risk, whereas 

86.18 % of properties would be unacceptable for insurance. 

 

Figure 5: Simulation 4. 

      Simulation 5 – the area was not flooded in the last five years. The characteristic value of 

water level in this simulation is 76.56 m above sea level. Simulating the highest flood wave in 

the last five years, it was determined that only 45 properties out of 398 were not flooded at all 

in the last five years, whereas 353 properties were flooded (see Fig. 6). Under the current 

conditions of insurers and based on the results of the simulation, only 11.31 % of properties 

could be insured against flood risk, whereas 88.69 % of properties would be unacceptable for 

insurance. 

 

Figure 6: Simulation 5. 
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      If risk is quantified via the probability of a harmful event (flood frequency) and its 

harmful consequences (the expected amount of damage), the simulation results show that 

flood risk in the observed area is high and that the properties are exposed to great danger. As 

it was already mentioned, this area is not protected against floods and the majority of its 

inhabitants have settled here permanently. This means that the social vulnerability of this area 

is extremely high. Since social vulnerability is closely connected with economic vulnerability, 

it is necessary to evaluate the economic vulnerability of the observed area in the sense of 

capital value exposed to risk. Assessing the part of risk which is convenient for financing and 

transferring to the insurer makes it possible to find the most suitable risk management model 

which contributes to the Smart City concept. The following table shows the results of the 

simulations and the degree of risk which is acceptable to the insurer. 

Table II: Acceptable and unacceptable risk for insurance underwriting. 

S
im

u
la

ti
o

n
 Flooded properties Unflooded properties 

No % 
Unacceptable 

risk in EUR 
No % 

Annual 

insurance 

premium per 

property in 

EUR 

Total annual 

insurance 

premium in 

EUR 

Acceptable 

risk in EUR 

1 301 75.63 22,575,000.00 97 24.37 933 90,501.00 7,275,000.00 

2 322 80.90 24,150,000.00 76 19.10 678 51,528.00 5,700,000.00 

3 333 83.67 24,975,000.00 65 16.33 509 33,052.50 4,875,000.00 

4 343 86.18 25,725,000.00 55 13.82 297 16,335.00 4,125,000.00 

5 353 88.69 26,475,000.00 45 11.31 131 5,872.50 3,375,000.00 

      It can be concluded that only a very small percentage of risk in the analysed area is 

economically acceptable to the insurer under the current conditions and premium rates. Apart 

from limited insurance coverage, for some classes of danger coverage is even financially 

unacceptable when the whole socioeconomic capacity of the society is considered. Therefore, 

the insurers should change insurance conditions and offer different insurance models for 

structures with more than one floor. Partial insurance of upper floors would enable partial 

coverage. With such a model, more properties would be acceptable to insurers in all the 

simulated classes of danger (scenarios), especially in those which are more financially 

acceptable to potential insurers. 

      Modelling and simulation of different scenarios resulted in GoT based flood risk 

insurance model which combines the social community, built environment, IoT sensor 

systems, series of the existing data, public utilities and economic services, and potential 

hazard in the spatial context of the modern Smart Community (see Fig. 7). 
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Figure 7: Proposed model – GoT based flood risk insurance model. 

5. CONCLUSIONS AND FURTHER WORK 

The focus of the paper was on assessing the part of risk that is convenient for financing, 

transferring it to the insurer and finding the most suitable model for risk management which 

also contributes to the Smart City concept. The reason for this study was the identified social 

and infrastructural vulnerability of some parts of Novi Sad. There are several peri-urban areas 

of the city where urban growth had a negative effect on spatial planning and sustainable 

development of the city. The area chosen for the study is only 5 km from the highly urbanised 

zone. 

      With the approach that is based on the Smart City concept and GoT technologies, in its 

simplest implementation, we combined: information from flood hazard authority,  the existing 

built environment data, IoT collection systems and notification in real time. This way we 

created a model which enabled us to formulate spatial queries and perform an experiment 

based on current data and determine the expected return period. Based on the results, the 

insurance premium rates were calculated. 

      The calculations showed that the premium rates of the insurers are high and so is the cost 

of flood insurance. Since exposure to risks in today’s world is high and natural disasters are 

on the increase, it is necessary to modify insurance conditions and expand coverage (flat rates 

are applied now). With the today’s traditional approach to risk assessment, the degree to 

which coverage could be expanded can only be determined after many years of risk 

observation. In the circumstances of high weather variability and risk irregularity this is 

unacceptable both to the insurer and in the marketplace. The use of the GoT model we created 

and presented in this paper enables collection and analysis of a large volume of data sets in 

real time which helps in discovering useful hidden patterns and other information. From the 

results of the research it can be concluded that the traditional approach to the insurance risk 

assessment can be improved and digitalised by developing a system for data collection in real 

time, simulation of natural hazards and modelling insurance conditions. The proposed model 
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makes it possible to evaluate risk in a short period of time, with greater accuracy and 

precision than the current approach. 

      For an urban zone to be characterised as a Smart City it is necessary to create Digital 

Twins of buildings and infrastructure. The presented digital model of the endangered area is 

an adequate basis for the creation of a Spatial Digital Twin of the observed area. Spatial 

Digital Twin is a part of digital government. It has unlimited possibilities of collecting and 

storing data about real surroundings, creating a virtual surrounding in which it is possible to 

simulate, model and evaluate potential risk, all of which is very important for sucessful 

business and economy. 

      A larger number of GoT based data sources in the urban and peri-urban areas of Novi Sad 

would increase the resolution of the decision-making model. Recognition and acquisition of 

new kinds of data would enhance the process of observing other risks such as fire risk, 

hazardous material spill and leak risk, extreme weather risk, etc. 

      There are many sensor networks in Novi Sad. However, no system performs action in real 

time although the GoT concept offers that possibility. There is a number of risks that need to 

be recognised and explained through data analysis. Processing of the acquired data can be 

easily modelled, developed and, when necessary, upgraded. 
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