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Abstract 

Today's business systems are faced with an increased intensity of changes from the environment, 

growing complexity and increased competition, which affects the increase in the level of risk in all 

areas of management and execution of business processes. Therefore, Risk Management (RM) 

discipline and practice is increasingly applied in almost all types of business systems. RM is the 

systematic approach of identifying, estimating and reducing threats or uncertainties that may influence 

organizations. This article presents the proposed model for monitoring and managing business risks, 

including strategic and operational goals, organizational responsibility and management, business 

performance, internal audit and internal control, application of information systems and the success of 

business processes. The research was conducted on a sample of 387 respondents, employed in 

manufacturing and service companies. The research results show that organizations that accept the 

proposed model have a chance to successfully manage risks in their business processes. 
(Received in April 2024, accepted in June 2024. This paper was with the authors 3 weeks for 2 revisions.) 
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1. INTRODUCTION 

The complexity of the global business environment and the frequency and speed of change 

have contributed to the failure of many companies [1]. Many authors associate this 

phenomenon with the application of inadequate risk management systems [2, 3]. Risk 

management is a highly complex process that also requires the use of various tools within the 

model to effectively manage business risks. Risk management is a systematic process for 

identifying, analysing, and assessing risks to determine the most effective way to manage 

them [4]. Risks are often handled haphazardly in daily business operations, leading to 

unnecessary and unexpected costs due to failures, which ultimately reduces overall value of 

the organization. 

      Risk management is a very important responsibility of top management and certainly an 

important factor in successful business. In order to make a correct decision about the 

importance of a certain risk and to define appropriate activities aimed at reducing it, it is 

necessary to initiate a process that is today called risk management. Risk management in 

organizations implies a systematic reduction of the possibility of an error of any type, together 

with the minimization of the consequences of that error [5]. For every modern organization, 

errors mean cost, i.e. loss of competitiveness, and avoiding costs that are a consequence of 

errors in work processes is the main goal of every company. Risk management adds value to 

the organization by not only identifying potential threats but also by uncovering potential 

opportunities [6]. The ISO 31000 standard is designed for organizations of all types and sizes 

that encounter internal and external factors and influences causing uncertainty in achieving 

their objectives. However, these standards have limitations; they cannot quantify metrics, 

assess the impact of value on the business, or determine materiality arising from inadequate 

risk assessment. 

      Enterprise risk management (ERM) represents management that deals with uncertainties 

in the enterprise business operations. ERM has been seen as a fundamental paradigm in the 
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trend moving towards holistic risk management [7]. Interest in ERM is growing and a large 

number of organizations have ERM programs that have already been applied or are in the 

implementation phase [8]. COSO (The Committee of Sponsoring Organizations of the 

Treadway Commission) developed the concept of risk management (ERM), as a framework 

that was created for risk management in order to ensure the achievement of the company's 

goals and identify events that can affect the company's operations [9]. Strategic risks are 

defined as those risks that are most consistent with the organization's ability to implement its 

strategies and achieve its business goals [10]. The previous models of business risk 

management have shown certain shortcomings, primarily related to the fact that the 

mentioned models did not define how models for assessing business risks can help to express 

risk through financial indicators [11]. The proposed model for monitoring and managing 

business risks includes strategic and operational goals, organizational responsibility and 

management, business performance, internal audit and internal control, application of 

information systems and success of business processes. 

2. THEORETICAL BACKGROUND 

Business process management (BPM) represents a set of different approaches to managing 

business processes based on software systems that enable modelling, execution, monitoring, 

control and adjustment of business processes in the organization [12]. Traditional BPM 

systems function separately from the domain of risk management [13], resulting in the 

occurrence of adverse events. It is necessary that, in the execution of business processes, 

attention should be paid to the risks they face, in order to manage those risks as an integral 

part of the given process. BPM enables modelling of business processes and creation of 

business process maps, which is significant because it allows us to clearly and unambiguously 

define business processes, in order to identify business operations. The BPM system enables 

us to document knowledge about processes in the company, standardize work, process 

analysis, risk detection, and thus enables us to improve processes as well as the possibility of 

automating processes. 

      The need to incorporate risk into the business process model led to the establishment of an 

approach called risk-aware business process management (R-BPM) [13]. The given approach 

defines R-BPM as a system that integrates risks into the organization's business processes in 

order to increase the awareness of the impact of risks on the efficiency of business processes. 

This integration should ensure the effective identification, detection and management of risks 

that arise in business processes [14]. 

      Integrating risk at the level of business processes is the topic of research by several 

authors, whose results indicate many challenges in risk-aware business management 

(R_BPM), which is considered a new management paradigm [14, 15]. Some of the most 

commonly cited challenges are related to the decision to introduce either a pure modelling 

approach or a pure management approach for R-BPM [16]. When developing an integral risk 

management model, it is necessary to identify and define key factors (dimensions) that have 

all the features of that model, and which will represent only their own construct in the model, 

and not build a new one with others, when defining key factors. The research of numerous 

literary sources contributed to the identification of six dimensions of the assumed model. The 

key factors (dimensions) that are used in the development of an integral business risk 

assessment model in companies are described below. 

2.1  Strategies and goals 

Organizations must base their operations on a mission, vision and set goals and adapt their 

strategy to achieve those goals. According to Castro et al. [17] and Rummler and Brache [18] 
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it is necessary to first identify real or potential problems that affect the organization's strategy. 

In creating the company's goals and strategies, in addition to the employees who are the 

runners of the process, it is necessary to include as many interested parties as possible. 

      In order to be able to control and improve the processes, the goals of the process must be 

defined and the employees must be aware of the process in which they participate, its goals 

and their role, as well as to actively cooperate in achieving the stated goals [19]. Research 

conducted by Castro et al. [17] indicates that the key factors for the successful implementation 

of BPM are top management support and alignment of goals with strategic planning. 

      The first stage of the BPM life cycle is identifying a critical issue, which involves 

recognizing an actual or potential problem that impacts the organization's strategy [18]. 

2.2  Business process management 

The basic idea in managing the business processes of the organization is to develop business 

processes while removing activities that do not add value and improving the process flow 

within the limits of the organizational functions of the company [20]. BPM represents an 

interconnected set of managerial approaches that enable business processes to be designed, 

implemented, monitored and adjusted with the support of integrated software applications of 

modern information systems [12]. The structure of the BPM approach consists of 

methodologies, metrics and IT applications that enable the design, monitoring, measurement 

and adjustment of business processes in the organization [21]. One of the important 

capabilities of the BPM approach is that it enables the transfer of planned strategies and goals 

from the highest organizational level to the level of business processes. Application of this 

approach requires two clearly defined elements: organizational strategy and process 

architecture [22]. In order to ensure the efficient and effective connection of business 

processes with the organization's strategy, clearly set goals of the process are needed. Without 

agreed and clear process goals, it is not possible to improve processes in which added value is 

created. Process architecture includes the following elements: business system goals 

(definition and measurement of goals), strategies (solid connections with consumers, service 

quality, agile processes, ...), business process model (internal and external integration of 

processes) and basic guiding principles of the business system (business system values). 

2.3  Management responsibilities and human resources management 

For the successful implementation of an integrated risk management model, a risk analysis 

must be performed and one must be aware of the possibility of risks occurring within the 

process. Risk management is considered essential for good corporate governance. Risk 

management, along with controlling and internal auditing, is an important instrument of 

corporate governance in terms of clear demarcation of management and leadership, i.e. capital 

owners, boards and managers. The applied Model of business processes in the organization 

must contain information related to risks in business processes [15]. In order to successfully 

prevent or reduce the possibility of risk occurrence, it is necessary for top management and 

employees to be aware of the importance of risk management in the company [13]. In the 

research conducted by Castro et al. the main factor that prevents the application of process 

management, and therefore risks, is human resistance to change. This is why it is necessary 

for employees to have more access to BPM information. The most frequently noted factor in 

the literature is the necessary support from top management [17]. For the successful 

realization of the set goals and strategy, managerial responsibility is also required. The role of 

management and executive management is that they themselves should recognize the 

importance of risk assessment and management. The role and responsibility of management is 

to provide all the necessary resources for a process to take place efficiently. In addition, it is 
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necessary to ensure the motivation of all employees to do the jobs they know best and to be 

adequately rewarded for that, which will affect the success of the process itself and therefore 

reduce risk [23]. 

2.4  Business information systems, resources and knowledge 

IT-based process management is often written in the literature. Hammer [24] argues that BPM 

is basically a management concept, and IT is mostly a peripheral aspect of it. However, 

information technologies have a significant role in managing processes [25] and it is very 

important that IT and processes are in harmony with each other [12]. Information systems 

allow employees to achieve electronic and verbal communication in the simplest and most 

secure way, which allows them to obtain information necessary to perform a certain business 

process and provides them with adequate procedures for saving data and procedures for 

recovering data in case of loss [26]. In this way, it is easier to monitor the process and 

determine the place of occurrence of risk as well as the cause of occurrence of risk. The 

knowledge, skills and responsibility of employees are necessary in order for them to be 

successfully involved in the risk management process. Training managers improve the 

exchange of knowledge in the company and reduce the gap between employees and superiors. 

The organization has the appropriate resources (such as people with process knowledge) to 

create a "process orientation culture". By looking at all the risks that come from the business 

culture and environment, success in managing the company can be significantly influenced. 

2.5  Internal auditing 

Internal auditing provides assurance by evaluating and reporting on the effectiveness of 

corporate governance, risk management and control processes designed to assist the 

organization in achieving its strategic, operational, financial and compliance objectives. 

Internal audit is best positioned to provide assurance when its resources, competencies and 

structure are aligned with organizational strategy and appropriate standards. Internal audit 

helps businesses achieve their goals by introducing a disciplined approach to assessing and 

improving the effectiveness of risk management, process control and leadership. Internal audit 

does not focus on the past, but on the current state and how the company will deal with risk in 

the future [27]. 

      The primary role of internal audit is in evaluating the functioning of the risk management 

process defined by the management, while its secondary role is reflected in proposing 

measures to improve the process and eliminate weaknesses and deficiencies, in order to 

reduce the risk to a level acceptable to the company. Internal audit's independence from 

management ensures that internal audit can plan and carry out its activities without restriction 

or prejudice, using unrestricted access to people, resources and information as needed. 

However, Regular interaction between internal audit and management is essential to ensure 

that internal audit activities remain relevant and aligned with the organization's strategic and 

operational needs [23]. Through its activities, internal audit enhances the organization's 

knowledge and understanding, thereby contributing valuable assurance and advice as a trusted 

consultant and strategic partner. There is a need for collaboration and communication between 

management, front line and second line roles, and internal audit to avoid unnecessary 

duplication, overlap or gaps. 

2.6  Business process performance 

Business process performance is a term of English origin and is most often translated as 

performance or success. Some of the authors view performance as the organization's ability to 

achieve its goals [27]. According to the previous, performance can be defined as the 
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organization's success in achieving goals and performing its mission, both in terms of 

efficiency and effectiveness. The performance of the organization, that is, the business 

process understood as success in achieving goals, is a multidimensional quantity, which 

includes effectiveness and efficiency, qualitative and quantitative indicators, behaviour and 

products of behaviour. It is necessary to determine what the process is, in order to be able to 

analyse the current situation of the mapped process and to identify risks, because risks affect 

effectiveness and efficiency [18]. It is also very important to measure performance, because 

the establishment of key performance indicators is essential for periodic monitoring of 

process performance [18]. Measuring and analysing organizational performance is crucial for 

achieving organizational goals. Performance is typically assessed by measuring qualitative 

and quantitative performance indicators (e.g., profit, number of clients, costs). It is especially 

important for each company to identify relevant indicators, understand how they relate to the 

company's goals, and determine how they are influenced by the activities performed [28]. 

Companies that perform systematic risk management have a high level of organizational 

performance. The data indicates that companies should have specific measures for 

performance, in order to link the way in which risks are managed and the impact of risks on 

business process performance. 

3. HYPOTHETICAL MODEL OF RISK MANAGEMENT 

The basis for the successful implementation of the BPM approach is a clearly set strategy and 

business goals of the organization. Business processes can have different goals, and those 

goals are supported by activities in the processes [19]. Hernaus et al. [29] emphasize that top 

management is committed to executing the strategy through related business processes and 

that the success of BPM implementation depends on management support. Therefore, risks 

are sensitive to objectives because risks are linked to activities. It is necessary to clearly 

define business processes, in accordance with the set strategy, in order to reduce the 

possibility of risk. It could be argued that business strategies and goals have a positive impact 

on business processes, and thus on the risks that may arise in these processes. Castro et al. 

[17] concluded that the main factor preventing the application of process and risk 

management is human resistance to change and problems with top management support. 

Suriadi et al. [13] indicate that top management and employees should be aware of the 

importance of risk management in order to reduce the possibility of risk occurrence. For the 

successful realization of the strategies and goals, management responsibility is also needed, 

and the role of management and leadership management is that they themselves should 

recognize the importance of risk assessment and management. Cotes and Ugarte [30] claim 

that organizations that manage strategic goals are high-performing companies, because 

strategic goals are linked to critical processes, employees, and technologies. 

      Škrinjar and Trkman in [31] emphasize that for the successful management of business 

processes, it is necessary to know who is authorized for which part of the process, in order to 

be able to determine responsibility due to the occurrence of risks. During the process, risks 

related to information technology, human resources and management responsibility and 

business process management may arise. Kummer and Mendling in [32] conclude that all risk 

management activities are carried out from the executive director to the employees who are 

responsible for the execution of risk management in the organization. Information 

technologies can be used to link risks with data and resources. Information technologies have a 

significant impact on the successful design, execution, monitoring and adjustment of business 

processes, and therefore on risk management in business processes. Without the use of 

information technologies, it is not possible to manage business processes and risks in real time. 
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      The results of business process management are measured using a performance 

management system. Successful management of business processes affects risk management. 

In order to improve performance and reduce risk in business operations, more and more 

companies are introducing internal control systems and resource management [10]. Risk 

management improves the performance of business processes because it helps companies 

avoid losses. The previous considerations and theoretical background are the basis for setting 

up the hypothetical model of risk management, which is shown in Fig. 1. 

 

Figure 1: The hypothetical model of risk management. 

4. MODELLING RESULTS 

For the purposes of researching risk management in business processes, the method of 

surveying respondents was used. The research was conducted on a sample of 387 respondents, 

employed in manufacturing and service companies. The questionnaire consists of 58 

questions, which were answered electronically. The questions are divided into three parts. The 

first part consists of general questions related to the company and the respondent. The second 

set of questions consists of 6 categories, which are actually constructs of the theoretical model 

of risk management. Respondents' subjective estimates were collected with a five-point Likert 

scale. The first category has questions related to strategic approach and goals (ST), the second 

category has questions related to business process management (BP), the third category has 

questions related to managerial responsibility and human resources management (UO), the 

fourth category has questions related to business information systems, resources and 

knowledge (IS), the fifth category has questions related to internal audit (IR) and the sixth 

category was related to the business performance of the company (PP). 

4.1  Construction of the hypothetical model 

The methodology and statistical analysis used in this step of the research is Confirmatory 

Factor Analysis (CFA). The confirmatory factor analysis provides statistical testing of the 

hypothetical model, i.e. the correctness of the construction of constructs from the variable 

samples and their interconnections and interdependence. The hypothetical model is tested 

statistically with the help of data obtained from the research sample and there are several 

statistical parameters on the basis of which the adequacy of the hypothetical model is 

assessed. Factor validity of individual subscales using a factor analysis of the scale was 

conducted, and the validity of each of the subscales was also checked. In order to confirm the 

factor validity of Item, the main components method was conducted on the each individual 

item by reducing to the first main component. 
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      By setting the hypothetical model, it was determined that certain issues do not describe at 

least 70 % variance, that is, they do not build well their assumed constructs. In order to 

increase the reliability of the scale, 10 items are switched off. After the questions were 

removed, the analysis of the validity and confidence of constructs was performed. Before the 

analysis of validity and reliability, constructors must undergo the analysis of the validity of 

the questionnaire. Cronbach's Alpha is a measure of internal consistency, i.e. how close the 

items is closely linked as a group. It is considered a measure of scale reliability. The general 

rule is that the Cronbach's Alpha of 0.70 and more above is good, 0.80 and above is better, 

and 0.90 and above is the best. The results of the analysis are shown in Table I. 
 

Table I: Construct reliability and validity. 

Key factors (dimensions) 
Cronbach's 

Alpha 
rho_A 

Composite 

reliability 

Average variance 

extracted (AVE) 

Business information systems, resources 

and knowledge (IS) 
0.891 0.896 0.915 0.605 

Internal audit (IR) 0.914 0.918 0.933 0.700 

Business process performance (PP) 0.897 0.909 0.920 0.658 

Strategic approach and goals (ST) 0.868 0.870 0.901 0.602 

Management responsibility and HR 

management (UO) 
0.883 0.886 0.909 0.588 

Business process management (UP) 0.882 0.885 0.911 0.631 

 

      The composite reliability of the sample was applied and in the analysis of the obtained 

data no shortcomings were observed. In addition to the composite reliability of the sample in 

the analysis of data obtained by research, the convergent validity of the sample was applied 

using the average extracted variance (AVE). In addition to the convergent and composite 

validity of the sample, the simplicity of each of the model constructors was calculated, i.e. 

discriminant validity was performed. Discriminant validity is done for each pair of 

constructors and the analysis is satisfied if at least one item is constituted by a construct. From 

Table II, we can conclude that the conditions for validity of the structure are met. 
 

Table II: Analysis of discriminant validity. 

Key factors 

(dimensions) 

Business 

information systems, 

resources and 

knowledge 

Internal 

audit 

Business 

process 

performance 

Strategic 

approach 

and goals 

Management 

responsibility 

and HR 

management 

Business 

process 

management 

Business information 

systems, resources 

and knowledge 
0.778 - - - - - 

Internal audit 0.621 0.837 - - - - 

Business process 

performance 
0.718 0.514 0.811 - - - 

Strategic approach 

and goals 
0.621 0.511 0.689 0.776 - - 

Management 

responsibility and HR 

management 
0.687 0.55 0.771 0.745 0.767 - 

Business process 

management 
0.672 0.746 0.631 0.678 0.711 0.794 

      In order for the research sample to meet discriminant validity, the value of all constructs 

in the model should be over 0.700. The results of the research showed that the discriminant 
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validity of the construct was found in an interval from 0.767 to 0.837, and thus satisfies the 

mentioned condition. Statistical analysis of the testing of the sample reliability, after the 

exclusion of certain items, i.e. questions from the survey, has proven that the sample meets 

the composite validity of the sample because the values of the reliability for all constructs are 

higher than 0.7, and it meets also convergent validity conditions because reliability values are 

higher than 0.5. In addition to previous testing, the discriminant validity of the sample was 

also confirmed which means that each of the factors form one construct and no factor 

participates with other factors in the formation of a construct. 

4.2  Empirical model of risk management in business process 

After testing the hypothetical model and determining the validity of the sample, the empirical 

model of business risk measurements was made. The task in this chapter is to determine direct 

and indirect statistical interdependence between the constructs of the model. Each construct 

has all the necessary features proven through the analysis of the reliability of the influence of 

each item to the characteristics of the construct. Based on the obtained results (T statistics, 

≥ 1.96), it can be concluded that all relationships are statistically significant, in terms of 

influence between the latent variables, because the obtained results are in the interval of 3.441 

observing interdependence of influence from business information systems, resources and 

knowledge towards internal audit up to 20.463 observing direct interdependence from 

strategic approach and goals towards managerial responsibilities and human resources 

management. In all other connections between the constructors, T statistics (|O/STDEV|) has 

value ≥ 1.96. Only at one interdependence, T statistics (|O/STDEV|) is less than 1.96 – 

management responsibilities and human resources management to the internal audit is 

negative and is 0.826. By applying T statistics, we see that there is no direct interdependence 

between these two constructs. The obtained results are shown in Table III. 
 

Table III: Structural model statistics. 

Interdependence 

between the constructs 

Original 

sample (O) 

Sample 

mean (M) 

Standard deviation 

(STDEV) 
T statistic 

(|O/STDEV|) 
P value 

ST->UP 0.331 0.333 0.082 4.04 0.0000 

ST->UO 0.745 0.747 0.036 20.463 0.0000 

UO->UP 0.465 0.463 0.087 5.334 0.0000 

UP->IR 0.627 0.624 0.077 8.115 0.0000 

UP->IS 0.372 0.373 0.08 4.65 0.0000 

UO->IR -0.063 -0.062 0.076 0.826 0.4090 

UO->IS 0.422 0.424 0.084 5.053 0.0000 

IS->IR 0.242 0.246 0.07 3.441 0.0010 

IR->PP 0.514 0.519 0.052 9.81 0.0000 

 

      Constructing the empirical model using statistical methods, an analysis of direct 

interdependence of the constructs of the model was performed. The analysis showed that there 

is no direct impact between constructs management responsibility and human resource 

management and internal audit. In order to prove whether there is interdependence between 

these two constructs, an analysis of indirect interdependence of the model constructs is 

performed. Based on all above, the final model of business risk assessment was created (Fig. 2). 
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Figure 2: The final model of risk management. 

5. DISCUSSION 

The results of the analysis of the statistical significance between dimensions of hypothetical 

models given in the previous chapter show that this research supports the results previously 

obtained by other researchers [17, 18, 23, 28, 33]. The research shown in this paper was 

aimed at developing a business risk assessment model, in order to eliminate some of the 

shortcomings of existing models that we have studied and analysed. Based on the analysis of 

the obtained results, we can state that there is a high opinion on the need for risk management 

in the company. Respondents expressed their opinion that it is necessary to manage business 

risk and that it is necessary to develop a model that would be eligible for all companies. 

      The aim and contribution of research is that the integrated model for business risk 

assessment was developed. The first step in the development of the model was to define 

constructs and all their properties and characteristics. Before designing the model, a 

hypothetical model with all constructs and items as well as connections and interdependences 

between constructs was proposed. After determining the reliability of the sample and the 

characteristics of the model, certain items were removed and the hypothetical model was 

obtained. The hypothetical model itself showed that there is direct statistical interdependence 

between all constructs, except that the management responsibility and management of human 

resources are in a positive relationship with internal audit, because the determined value of 

0.4000, obtained by using T statistics, is more than 0. 

      In addition to direct statistical interdependence, T statistics is also used to inspect indirect 

interdependence to determine whether all indirect connections are well defined. The 

connections were found to be well defined, and it turned out that constructs management 

responsibility and management of human resources are in a positive relationship with internal 

audit. The basic advantage of the developed model is that it can help reporting risks through 

financial indicators, which has not been possible with existing models. The models that apply 

in practice evaluated the risks using the probability of the occurrence or frequency and the 

consequences of the risk and were reported using defined values without financial indicators. 

      Another significant contribution of the developed model is that internal control in the 

model is implemented for the first time through the construct internal audit. In this way, the 

model allows us to precisely evaluate the work of internal controls in the company. Beside the 
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presented benefits of the developed model, another advantage of the model is that we can 

improve the management of the organization and its business processes, applying an 

integrated risk management model, because the model defines all direct and indirect 

connections between constructs. In this way, communication within the company increases, 

all employees are acquainted with risks and actively participate in their recognition. In 

addition to communication, the model also contributes to successful management of both 

organization and business processes because it reduces the possibility of possible surprise 

from unwanted events and damage that can occur. 

6. CONCLUSION 

The risk measurement methodologies are mainly descriptive, where language attributes are 

used to express input risk, internal control and remaining risk after application of control. 

Descriptions are based on subjective knowledge on business processes and internal control 

systems of the given entity in the past and the present moment. For these reasons for the 

practical functioning of the integrated risk management model in business processes in 

industrial systems, we offer access to "agile risk management". Unlike existing models, in the 

proposed model, the size of inherent risk, reductions of the inherent risk based on the control 

environment and the system of internal controls as well as residual risk are quantified. Thanks 

to the evaluation of the materiality of the entities based on existing business balance sheets 

designed and analysing of business continuity, the entity management is turned to the future. 

The integrated risk management model in industrial systems is one of usable tools for 

redesigning and reengineering business processes, especially in high-risk material-influential 

risk levels, when it is difficult to improve internal control for risk reduction. Likewise, we 

believe that continuous improvement in business processes can be achieved thanks to 

precisely measured inherent and residual risks in it. In addition to positive rating, the results 

also indicate some shortcomings. Primarily, shortcomings can be linked to the evaluation of 

internal controls as one of the essential factors of business risk assessment models. Through 

the internal audit construct, the importance of the work of internal audit and its role in 

assessing business risks is analysed and thus reducing the shortcomings of this model. 

However, the need for additional research should be emphasized, in order for assumptions to 

be empirically tested. 
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