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Abstract

The integration of the Industrial Internet of Things (IIoT) has increased the interdependence between
production systems and cyberspace, making cybersecurity threats a critical factor in manufacturing
performance. Traditional production planning methods rarely account for dynamic cyber risks,
limiting their ability to ensure resilient and efficient operations. This study proposes a
simulation-driven security—production collaborative optimization framework. Cyber threats are
modelled through a dynamic coupling mechanism and embedded as operational constraints in a
multi-objective production planning model. Based on digital twins and two-stage stochastic
programming, the model simultaneously minimizes makespan, energy consumption, and cybersecurity
risk. An improved multi-objective evolutionary algorithm with simulation-based evaluation is
developed to assess schedule robustness under attack scenarios. The proposed framework enables
systematic modelling and evaluation of resilient production planning in IloT-enabled manufacturing
environments.
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1. INTRODUCTION

The Industrial Internet of Things (IloT), as a core enabling technology of intelligent
manufacturing, is driving production systems toward comprehensive interconnection and
intelligent collaboration [1-3]. However, while this deep integration improves production
efficiency and flexibility, it also exposes physical production processes to increasingly severe
cybersecurity threats [4, 5]. Cyberattacks can directly penetrate from cyberspace into the
physical layer, leading to abnormal equipment shutdowns, tampering of production data,
product quality defects, or even complete production line stoppages, thereby causing
significant economic losses and safety risks [6, 7]. Therefore, proactively integrating
cybersecurity considerations at the production planning level and constructing resilient
production systems capable of resisting uncertain threats have become key issues urgently to
be addressed by both industry and academia.

At present, although substantial research achievements have been made in the fields of
production planning optimization and IloT security, these two domains have largely been
studied independently, resulting in a significant research gap. On the one hand, traditional
multi-objective production planning optimization models mainly focus on classical
performance indicators such as makespan, cost, and energy consumption [8, 9], generally
neglecting the uncertainty of cyberattacks in the operational environment. As a result, the
formulated production plans may be highly vulnerable under real cyber threats. On the other
hand, existing IloT security research mostly concentrates on static risk assessment, intrusion
detection, or protocol protection [10-12], lacking quantitative analysis of how security events
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dynamically affect specific production scheduling logic. A few studies attempting to integrate
the two typically use simple static weights or penalty factors to represent cybersecurity risk
[13, 14], failing to characterize the randomness and propagation of cyberattacks as well as the
chain production disturbances they trigger [15-18]. Such static and isolated modelling
approaches are unable to cope with dynamic and complex attack scenarios such as advanced
persistent threats, and are also insufficient for evaluating and optimizing the actual resilience
performance of production plans under attack. Based on this, this study aims to address a core
scientific question: how to formulate production plans that simultaneously optimize
production efficiency and energy consumption while possessing high resilience under
dynamic and uncertain cybersecurity threats.

To address the above issues, this study proposes a simulation-driven security-production
collaborative optimization and evaluation integrated framework. The core objective of this
research is to provide new theoretical methods and tool support for production planning
decision-making under dynamic cyber threat environments through the deep integration of
mechanism modelling, optimization algorithms, and simulation validation. The main
contributions of this paper are reflected in the following three aspects. At the theoretical level,
the first multi-objective production planning optimization framework integrating dynamic
cybersecurity constraints is proposed. At the methodological level, a real-time quantitative
model of cyber threats-production disturbances is established, a simulation-embedded
multi-objective evolutionary algorithm is designed, and a digital twin simulation testbed
supporting hardware-in-the-loop is constructed. At the practical level, a decision-support tool
capable of quantitatively evaluating the production benefits of cybersecurity investment is
provided.

The remainder of this paper is organized as follows. Section 2 systematically elaborates
the overall architecture of the proposed simulation-driven optimization framework, and
details the security-production dynamic coupling modelling method, the two-stage stochastic
programming model, and the design of the simulation-embedded optimization algorithm.
Section 3 introduces the construction of the digital twin-based simulation experimental
platform, case parameter settings, and multi-scenario experimental design, presents and
analyses the experimental results in depth, and verifies the superiority of the proposed method
through visual comparison. Finally, the paper concludes and discusses future research
directions.

2. METHODOLOGY

2.1 Overview of the overall framework

This section proposes a simulation-driven five-layer integrated framework aimed at achieving
closed-loop collaborative optimization between dynamic cybersecurity constraints and
multi-objective production planning. As shown in Fig. 1, the framework consists of the
physical layer, model layer, algorithm layer, simulation layer, and application layer from
bottom to top. Its core innovation lies in breaking the limitations of traditional static
optimization through the dynamic coupling mechanism established in the model layer and the
simulation evaluation loop embedded in the algorithm layer. The real-time status of actual
production equipment and network facilities in the physical layer is mapped in real time. In
the model layer, an extended attack graph model is innovatively constructed, in which the
node asset attributes integrate production context such as equipment criticality, controlled
processes, and downtime cost, enabling network vulnerabilities to be quantified as a
time-evolving production risk function R(#). The algorithm layer operates the proposed
simulation-embedded multi-objective evolutionary algorithm. The key innovation of this
algorithm is that the fitness evaluation of each candidate production plan is not obtained
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through analytical calculation, but is generated by driving the high-fidelity digital twin in the
simulation layer to run under simulated dynamic cyberattack scenarios. The simulation layer
utilizes millisecond-level synchronization between high-fidelity discrete event simulation and
a cyberattack simulation engine to accurately simulate the chain event flow of attack
penetration, production disturbances, and response action triggering. Finally, the application
layer relies on the deep simulation data obtained from this closed loop to provide a
Pareto-optimal production plan set that balances efficiency, energy consumption, and security
resilience, as well as a dynamic decision dashboard. The entire framework achieves
continuous evaluation and improvement of the dynamic resilience of the production system
under uncertain  cybersecurity threats through the data closed loop of
“perception-modelling-optimization-simulation-decision”.
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Figure 1: Simulation-driven optimization framework.

2.2 Security-production dynamic coupling modelling in the industrial internet of things
environment

To construct a dynamic coupling model between cybersecurity threats and physical
production processes, this study first formalizes the IIoT production system as a quadruple:
SP=<P, N, J, A>, where P= {p1, p2, ..., pn} denotes the set of physical resources; N= {ni,
na, ...,y denotes the set of network devices; J= {j1,2, ..., jx} denotes the set of production
tasks; A = {a1, a2, ..., an} denotes the set of potential cyberattack vectors. One of the core
innovations of this study is the proposed extended attack graph model EAG = (N, E, Attr).
Unlike traditional attack graphs that only include the node set N and directed edge set E, the
EAG assigns each node n; a multi-attribute vector Attr(n;) = [D(n;:), O(n;), Cd(n;), @], where
D(n;)SP represents the set of physical devices it controls; O(n;)SJ represents the set of
production processes directly affected when its functionality is compromised; Ca(7n;) denotes
the unit-time downtime cost caused by its failure; and w; is its criticality weight in the
production context. When an attack a, €4 successfully exploits edge e;; EE to penetrate from
node n; to n;, a primary production disturbance APpimar(nj, aq) 1s triggered, which may cause
equipment in D(n;) to shut down or degrade the processing quality of operations in O(n)). Its
severity 1s quantified by the function Severity(ay, n;).

Based on the primary disturbance, this study constructs a dynamic model for the
propagation of production cascade effects. The production system is described as a dynamic
directed graph Gy(¢)=(V5, Es, S(¢)), where vertices Vs represent processes or resources, edges
E represent material or control flows, and S(¢#) denotes the system state at time ¢. The primary
disturbance, as an initial event, propagates in Gy(¢) through the state transition function
Jpropagate: S(£) X APprimary — S(¢+Af), thereby triggering secondary disturbances such as
subsequent process delays and resource idleness. This propagation process is dynamically
computed by the discrete event simulation engine rather than statically estimated. Finally, the
dynamic security risk is transformed into scheduling constraints. For a critical task ji, the
cumulative real-time risk value of the subgraph composed of all its related resource nodes
G(jx)EN must satisfy:
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RA(G() = Xneciy [ @i Vul(n;) Impact(n;, S@)) (1-Eff(n;))] <7 (1)

where, Vul(n;) is the inherent vulnerability score of node n;, Eff(n;)€[0, 1] is the effectiveness
of deployed defence measures, and Impact(ni, S(¢)) = Ca(n:)- Ta(ni, S(¢)) is the dynamic impact
function, which depends on the estimated interruption duration 74(n;, S(f)) caused by node
failure under the current state S(¢) fed back by the simulation. The threshold 7 is determined
by production criticality. This constraint ensures the adaptability of the production plan to
dynamic cybersecurity risk.

2.3 Two-stage stochastic programming model considering cybersecurity incident
response

Based on the aforementioned dynamic coupling model, this study constructs a two-stage
stochastic programming model to integrate proactive defence and incident response. The
innovation of this model lies in explicitly combining the decision sequence with the
randomness of cyberattacks. In the first stage, at the beginning of the planning horizon, the
production planning variable X and the basic security resource allocation variable Y are
determined based on known information. X defines operation sequencing, machine
assignment, and start times; Y is a binary decision vector indicating whether preventive
measures such as intrusion detection or enhanced authentication are deployed at specific
network nodes. When the simulated execution enters the second stage and a random attack
event &, which follows a discrete probability distribution P(¢), occurs, the model triggers
real-time response decisions, including activating mitigation measures Z: and implementing
production rescheduling plans W;. This two-stage structure fully characterizes the full-cycle
security-production collaborative decision-making process from prevention to response
through the decision variables (X, Y, Z¢, We).

This model aims to minimize three mutually conflicting objectives: the total makespan
fi1(X, Y) =max(C)), where C; is the completion time of task j; the total production energy
consumption f>(X, Y), which is the sum of processing energy consumption and idle energy
consumption of all machines; and the key innovative objective — the expected total loss under
cybersecurity incidents f3, which is defined as the sum of preventive cost and the expected
response loss under random attacks, and its mathematical expression is:

f3()(a Y) = Cpro(Y) + Ef[Q(AX; Y, é:)] (2)

where, Cpro(Y) =Y.i(ciyi) 1s the fixed cost of deploying preventive measures Y; O(X, Y, ¢) is the
second-stage cost under a given attack £, including dynamic response cost Cres(Zs) and
production loss Cioss(We, &). The expectation is:

EFLezP ()0, Y, <) 3)

It is approximated through a large number of concurrent simulation samplings, which is

the core of the proposed solution strategy. All decisions must simultaneously satisfy

traditional capacity constraints, material balance constraints, and the dynamic cybersecurity

constraint defined by RA{G(jx)) <. This constraint is continuously evaluated in the simulation

according to the attack event ¢ and the response action Zg, thereby ensuring the resilience of
the optimized solution under all scenarios.

2.4 Simulation-embedded multi-objective evolutionary algorithm

To solve the above two-stage stochastic programming model, this study designs a
simulation-embedded multi-objective evolutionary algorithm. The core innovation of this
algorithm lies in embedding the high-fidelity co-simulation engine as the fitness function
directly into the optimization loop of MOEA/D, thereby achieving precise evaluation of the
dynamic resilience of solutions. The algorithm adopts a two-layer encoding mechanism to
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represent the complete solution. The first layer is hybrid encoding, in which operation
sequencing adopts job-based real-number encoding, machine assignment adopts integer
encoding, and the basic security configuration Y adopts binary encoding. The second layer is
response strategy encoding. In this study, a fixed-length rule sequence encoding is adopted, in
the form of a rule set IF [attack pattern] THEN [response action]. This encoding determines
the dynamic response decisions Zz and W¢ triggered when specific cyberattack events ¢ are
encountered during simulation execution. Unlike traditional optimization algorithms that
evaluate solutions only through analytical models, in this algorithm the fitness value of each
individual must be obtained by driving simulation experiments.

The fitness evaluation process is the key technical detail of the algorithm innovation. At
the beginning of evaluation, the algorithm independently instantiates a digital twin simulation
environment for each individual in the population. During the advancement of the simulation
clock, the platform randomly injects attack event sequences according to the predefined attack
probability distribution. The simulation engine triggers response actions in real time
according to the second-layer rules in the individual encoding, and fully records production
logs and security events. The key objective function values, such as makespan fi, energy
consumption /2, and the most challenging expected total loss f3, are all collected from this
simulation. Among them, the evaluation of f3 involves the expectation calculation over
random attacks . We perform Monte Carlo approximation by executing N independent
simulations for each individual, that is,

EJO(X, Y, 8] =7 2Y, 0, 4)

To address the substantial computational cost of simulation-based evaluation, the
algorithm integrates two efficiency optimization strategies. First, a simulation cache is
established to reuse intermediate results of production plan segments and security
configurations with identical hash values. Second, in the early stage of evolution, a surrogate
model based on Gaussian process regression is introduced for fast approximate evaluation,
and full simulation evaluation is conducted only for elite solutions generated in the later stage
of iterations. In this way, a balance between accuracy and efficiency is achieved to ensure the
feasibility of the algorithm.

2.5 Implementation of the industrial internet of things production-network
co-simulation platform

To verify the aforementioned models and algorithms, this study designs and develops a
high-fidelity IIoT production-network co-simulation platform. The platform adopts a digital
twin architecture, and its core innovation lies in realizing the deep integration and
bidirectional interaction of the cyber-physical system in virtual space. The platform
establishes real-time data connections with physical-layer equipment through the OPCUA
protocol, ensuring that the equipment status in the virtual model is synchronized with the
physical world. The platform consists of three core modules: a production system discrete
event simulation module built on AnyLogic, responsible for refined modelling of equipment
behaviour, material flow, and production control logic; a network attack simulation module
built on OMNeT++, capable of simulating the complete attack chain from scanning and
penetration, vulnerability exploitation to lateral movement, and accurately generating attack
traffic of multiple industrial protocols including MQTT and Profinet; and a self-developed
real-time interaction middleware, which serves as the central nervous system and is
responsible for coordinating the concurrent execution and event-driven interaction of the
above two modules under a unified simulation clock.

The key to platform operation lies in the security event-production disturbance dynamic
mapping table and the event queue mechanism maintained by the middleware. The mapping
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table defines deterministic or stochastic rules from cyberattack events to specific production
impact actions. For example, when the network attack simulation module detects that PLC 1
has been successfully compromised, it publishes a structured event tuple to the event queue:

Event.=(Type:"Node_Compromised" ID:"PLC 1",Sim_Time:t,Payload:{...}) (5)

The middleware processes the queue in chronological order of simulation time, queries
the mapping table, and then sends corresponding disturbance instructions to the production
simulation module, such as triggering a shutdown of Machine 1. As illustrated in Fig. 2, the
shutdown duration can be set as a fixed value according to attack severity or randomly
sampled from a specific distribution. This event-driven mechanism enables the consequences
of cyberattacks, such as equipment failure and data tampering, to be accurately reflected in
the production simulation process with extremely low latency, thereby high-fidelity
reproducing the chain dynamic process in which cybersecurity incidents lead to production
delays, quality degradation, or even complete line shutdown, and providing a reliable
experimental environment for evaluating the dynamic resilience of production plans.

Simulation Result Data and Evaluation
Production Logs
Security Events

Network Attack Simulation Module
(OMNeT++)

\J\}Attack Event Tuple - Equation (5)

Real-Time Interaction Middleware (Hub)

OPC UA Real-Time
- Connectivity

Virtual Space:
Digital Twin
Synchronization

Event Queue
Mechanism

Security ~ Production
Mapping Table

|| o

Dynamic Resilience Indicators

Physical World Devices

UProduction Disturbance Commands

(Shutdown / Degradation)

Production System Simulation Module
(AnyLogic)

Figure 2: Operation process of the production-network co-simulation platform.

3. EXPERIMENTAL DESIGN AND CASE ANALYSIS

3.1 Case background and experimental parameters

To verify the effectiveness of the proposed framework, this study constructs a digital twin of
an intelligent assembly unit that maps a real automotive component production line. The
physical system of the unit includes four Computer Numerical Control (CNC) machine tools,
two six-axis collaborative robots, one vision inspection station, and one Automated Guided
Vehicle (AGV) conveyor line, responsible for the production of three types of steering
knuckles. Each product undergoes 8 to 12 precision machining and assembly operations. Its
IIoT network strictly follows the Purdue model architecture: Level 3 deploys the
manufacturing execution system and database servers; Level 2 deploys Supervisory Control
and Data Acquisition (SCADA) monitoring stations and Open Platform Communications
Unified Architecture (OPCUA) servers; Level 1/0 consists of Siemens S7-1500 series
Programmable Logic Controller (PLC), robot controllers, and various sensors, communicating
through industrial Ethernet Profinet. To simulate real threats, multiple known vulnerabilities
are embedded in key nodes. For example, an SQL injection vulnerability similar to
CVE-2021-27878 1is preset in the Manufacturing Execution System (MES) database server,
and a hard-coded credential vulnerability is simulated in specific PLCs, thereby constructing
an attack surface with practical basis.

The experimental parameters are strictly set to ensure reproducibility. The optimization
model involves 293 decision variables, including 285 production scheduling variables and 8
binary security configuration variables. The multi-objective weights are set as a=0.4
(makespan), = 0.3 (total energy consumption), and y = 0.3 (security risk). The cybersecurity
risk threshold 1 of the critical path is set to 0.15. The simulation platform integrates AnyLogic
8.8, OMNeT++ 6.0, and ROS2 Galactic, and achieves cross-platform millisecond-level event
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synchronization through customized middleware. As shown in Table I, the attack scenario
library designs four typical scenarios, as shown in the following table, to generate a dynamic
testing environment.

Table I: Four typical scenarios.

i E t ti
Scenario Attack type | Entry point Attack chain overview xpee .ed production
ID impact
IT network Phlshn}g email — privilege Loss of production
31 Ransomware | (engineerin escalation — lateral orders and process data,
W EINCCTING | 1) svement to MES database | full-line schedule
workstation) . . .
— data encryption interruption
OT network Unauth.opzed OPC.U A ACCeSS | Decreased assembly
Process — malicious code injection R
S2 . (OPCUA . precision, increased
tampering ) into robot controller —
interface) . product defect rate
parameter tampering
Long-term latent presence — | Unplanned shutdown of
Advanced ) P .
. triggered at a specific time target equipment,
S3 persistent IT network . . .
threat — abnormal command sent | disruption of production
r to target PLC rhythm
Hybrid impact,
Combined Multiple Concurrent execution of S1 significantly increased
S4 : : L
attack entry points | and S2 with coordination system recovery
difficulty

3.2 Multi-scenario experimental design

To systematically verify the performance of the proposed framework across different
dimensions, four progressive experimental scenarios are designed. Scenario A is conducted in
a static environment without cyberattacks, aiming to verify that the simulation-embedded
multi-objective evolutionary algorithm proposed in this paper achieves benchmark
performance comparable to advanced algorithms in traditional production optimization
problems. Scenario B introduces a single deterministic attack scenario to test and compare the
dynamic resilience of different production plans when facing a specific cyber threat. The core
objective is to verify the effectiveness of the security-production dynamic coupling model and
the simulation evaluation loop. Scenario C simulates a more realistic uncertain mixed attack
environment. Stress testing is conducted using the Monte Carlo method to evaluate the
superiority of the two-stage stochastic programming model and adaptive response strategies
under complex threats. Scenario D verifies the fidelity of the simulation platform itself and
the computational efficiency of the algorithm, ensuring the credibility of the experimental tool
and the practicality of the method.

Table II: Scenario A — Performance comparison of algorithms in static environment.

Inverted Average | Average total Comprehensive
Alsorith Hypervolume | generational | completion energy I;core
gorithm (HY) distance time consumption (weighted)
(IGD) (minutes) (kWh) g

NSGA-II (Baseline) 0.725 0.058 1245 856 0.682
MOEA/D (Static risk) 0.718 0.061 1268 841 0.675
Proposed Algorithm
(Sim-Embedded 0.732 0.052 1227 832 0.698
MOEA/D)
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The evaluation indicators and experimental designs adopted in each scenario are described
below, and the corresponding quantitative results and analysis are presented in Chapter 5.

The results in Table II show that, in the absence of cyberattack interference, the proposed
algorithm is slightly superior to or comparable with other advanced algorithms in terms of
solution set convergence (HV), distribution (/GD), and key production indicators. This
demonstrates that its underlying optimization mechanism is robust and effective, laying a
reliable performance foundation for subsequent resilience testing.

Table III: Scenario B — System resilience indicators under single attack scenario.

Dynamic risk Mean time to Plane Attack impact
Attack script Method suppression rate | recovery MTTR | deviation | containment
(%) (minutes) degree (%) range (%)
Traditional plane
(NSGA-II) 12.5 143 35.2 78.6
S1 Static risk plan 257 118 285 653
(Ransomware) > f
. "OpOse 68.4 65 12.1 315
resilience plan
Traditional plane
(NSGA-IT) 8.3 95 22.8 51.7
S3 .
(APT) Static risk ilan 31.2 76 18.9 42.4
Propose 89.7 28 73 15.2
resilience plan

The data in Table III clearly indicate that when facing S1 and S3 attacks, the production
plans generated by the proposed framework significantly outperform traditional and static risk
methods across all resilience indicators. The substantial improvement in dynamic risk
suppression rate and the reduction in average recovery time directly verify that the dynamic
coupling model and real-time response strategies can effectively predict and mitigate attack
impacts. The control of schedule deviation and impact scope reflects that the optimization
algorithm successfully integrates security resilience objectives into production scheduling.

Table IV: Scenario C — Monte Carlo stress test results under mixed uncertain attacks.

Average production Performance Plan success rate | Average number of
Method performance degradation (degradation | simulation response
degradation rate (%) | standard deviation <15 %) decisions
Two-stage
heuristic 24.7 8.9 38.5% 1.2 (Fixed rules)
method
Static risk 183 79 571% 1.0 (No dynamic
plan response)
Proposed
resilience 9.8 4.5 86.4 % 3.6 (Adaptive)
plan

The statistical results in Table IV are derived from 1000 Monte Carlo simulations. The

proposed method controls the average degradation rate of production performance below
10% and increases the success rate to 86.4 %, which is significantly higher than the
comparison methods. The smaller standard deviation indicates more stable performance. The
higher average number of response decisions with better effects demonstrates that the
second-stage response strategy encoding can generate complex and adaptive countermeasures
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rather than simple fixed rules, thereby verifying the core value of the two-stage stochastic
programming model in handling uncertainty.

Table V: Scenario D — Simulation fidelity and algorithm computational efficiency.

Verification item Indicator Result
Average error of key event timeline (vs. physical <39
Simulation target scenario)
fidelity 100 % (covers all preset

Accuracy of attack success path simulation

attack scripts)
. Total number of simulation invocations (times) 12,480
Coélf%) ;t:;lco;al Speedup ratio after cache and meta-model adoption 5.7%
Total algorithm convergence time (hours) 9.5

Table V verifies the reliability of the experimental infrastructure. The high simulation
fidelity provides credibility support for the experimental results of all aforementioned
scenarios. The computational efficiency data indicate that although simulation-based
evaluation is computationally intensive, a 5.7-fold acceleration is achieved through the
innovative caching and surrogate model strategies, and the total convergence time is
controlled within an acceptable range, demonstrating the engineering feasibility of the
proposed algorithm framework.
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Figure 3: Time-sequence linkage diagram of dynamic process deep visualization.

To verify the effectiveness of the proposed dynamic coupling model and two-stage
stochastic programming method in IIoT production scenarios and their capability to enhance
resilience, this study conducts high-fidelity co-simulation experiments. As shown in Fig. 3, by
reproducing a typical ransomware attack chain, the dynamic performance of multi-objective
production planning under cybersecurity constraints is quantitatively evaluated. From the
time-sequence linkage experimental results, it can be observed that after the attack is triggered
at =102 minutes, the completion rate of the traditional production plan stagnates and remains
at 65% at =120 minutes. In contrast, although the completion rate of the resilient plan
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integrating cybersecurity constraints slows down briefly, it consistently maintains a baseline
level above 65 % and finally reaches 92 % at =160 minutes, which is significantly higher
than the 80 % of the traditional plan. At the same time, the real-time risk index rapidly rises to
8.5 after the attack, while the resilient plan activates response strategies at ¢ = 120 minutes,
causing the risk index to quickly fall below the safety threshold and avoiding long-term
paralysis of the production system. The physical equipment state matrix further shows that the
critical machine tool experiences only 18 minutes of shutdown and recovery after the attack,
whereas under the traditional plan the shutdown duration extends to 30 minutes, directly
leading to cascading delays of subsequent operations. These results indicate that the proposed
extended attack graph model and two-stage stochastic programming method can effectively
transform cybersecurity risk dynamically into production scheduling constraints. While
ensuring production efficiency and energy consumption objectives, they significantly enhance
the dynamic resilience of IloT systems against cyberattacks, providing quantifiable theoretical
and practical support for security-production collaborative decision-making.

4. CONCLUSION

This study addressed the challenge of the deep coupling between cybersecurity threats and
production scheduling in the IloT environment, and proposed a simulation-driven
security-production collaborative optimization framework. By establishing a dynamic
coupling model between network attack graphs and production disturbances, time-varying
security risks were quantified as real-time scheduling constraints, and a two-stage stochastic
programming model integrating proactive defence and incident response was constructed. To
solve this model, a simulation-embedded multi-objective evolutionary algorithm was
innovatively designed, which takes high-fidelity collaborative simulation as the core of fitness
evaluation, thereby achieving precise measurement of the dynamic resilience of planning
schemes. Experimental results show that the framework can generate a set of Pareto-optimal
plans, which significantly enhance the resilience of the production system when facing
ransomware, advanced persistent threats, and other cyber attacks, while ensuring production
efficiency and energy consumption performance, and controlling the degradation of
production performance under uncertain attacks at a relatively low level, thus verifying the
effectiveness and superiority of the proposed methodology.

However, this study still has certain limitations, which indicate directions for future work.
First, the network attack scenarios in this study are based on known vulnerabilities and preset
probabilities. In the future, Al-driven attack simulators can be integrated to generate more
adaptive and stealthy threat scenarios, so as to test the limit resilience of the optimization
framework in adversarial environments. Second, although the current digital twin simulation
platform achieves high-fidelity simulation, it can be further connected with real industrial
control security testbeds in the future to conduct hardware-in-the-loop validation, thereby
enhancing the practical persuasiveness of the research conclusions. Finally, this study focuses
on a single manufacturing unit. In the future, the framework can be extended to a supply chain
network environment including multi-tier suppliers and manufacturers, to study
cross-enterprise collaborative security strategies and production plan optimization problems,
so as to address more systemic cybersecurity challenges.
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